# kAl xu Gateway — I nplenentation Directives
## How To Wre Any App Through The Gate Instead of Calling Al Providers Directly

**Gateway URL:** “https://kaixu67. skyesover| ondon. workers. dev’

**Aut h: ** Bearer token in " Authorization header
**Format : ** JSON in, JSON out (or SSE for stream ng)

## Why Call The Gate Instead O Gemini Directly

If you call Gemini directly fromyour app, the APl key lives in your app —in

envi ronnment vari ables, config files, or worse, bundled client-side code. Every devel oper
who touches the project has access to it. Every leaked “.env' file costs you noney.

The gateway owns the key. Your app gets a disposable token. If a token |eaks, you revoke
it without touching the Gemi ni key. If a devel oper |eaves, you revoke their token. You
can give different tokens to different apps or teans and track usage per token |ater.
Your app goes fromthis:

App - Google Gemini APl (with your $$ key)

To this:

App - kAl xu Gate (with a cheap token) - Google Gemini APl (key never |eaves the server)

Sane results. Zero key exposure.

## The Four Endpoints

| Method | Path | Wat it does |

| "GET | “/vl/health® | Check the gateway is up and configured |

| "GET" | “/vl/nodels | List avail able nodels |

| "PCST | “/vl/generate | Full response —waits for conplete answer, returns JSON |
| "POST | “/vl/stream | Streaming —returns SSE, bytes arrive in real tinme |

## Aut hentication

Every request needs an " Authorization® header:

Aut hori zati on: Bearer YOUR_TOKEN



Alternatively the header °X-KAI XU- TOKEN: YOUR TOKEN wor ks too.

Where to get your token: ask whoever nanages the gateway (° KAl XU APP_TOKENS env var).
It's a comm-separated |ist —each value is a valid token. Tokens can be any string you
want, e.g. ~nyapp-prod-vl', a UU D, anything

## 1. Health Check —Verify The Gate |Is Reachabl e
Al ways a good first call to confirmyour token is accepted.

### curl

""" bash

curl https://kai xu67. skyesover| ondon. wor kers. dev/vl/ heal th \
-H "Aut hori zati on: Bearer YOUR_TOKEN'

### JavaScript (fetch)

SS5i g

const res = await fetch('https://kaixu67. skyesoverl| ondon. wor kers. dev/vl/ health', {
headers: { 'Authorization': 'Bearer YOUR TOKEN }

1)

const data = await res.json();

/1 { ok: true, keyConfigured: true, authConfigured: true, openCGate: false }

### Python (requests)
" pyt hon
i mport requests

r = requests. get (
"https://kai xu67. skyesover | ondon. wor kers. dev/vl/ heal th',
header s={' Aut hori zation': 'Bearer YOUR_TOKEN }

)
print(r.json())
# {'ok': True, 'keyConfigured : True, 'authConfigured : True, 'openGate': Fal se}

## 2. Basic Text Ceneration — /vl/generate’
This is your main call for nost use cases. Send a pronpt, get back a conpl ete answer.
### The sinpl est possible call

### curl
" bash



curl https://kai xu67. skyesover | ondon. wor kers. dev/vl/ generate \
- X POST \
-H "Aut hori zati on: Bearer YOUR _TOKEN' \
-H "Content-Type: application/json" \
-d "{"input": {"type": "text", "content": "Explain WbSockets in one paragraph."}}'

### JavaScript (fetch)

-

const BASE = 'https://kai xu67. skyesover| ondon. wor kers. dev' ;
const TOKEN = ' YOUR _TCKEN ;

async function ask(pronpt) {
const res = await fetch( ${BASE}/v1l/ generate , ({
nmet hod: ' POST',
headers: ({
"Aut hori zation': “Bearer ${TOKEN}",
' Content-Type': '"application/json'
}
body: JSON. stringify({
input: { type: 'text', content: pronpt }
})
1)

const data = await res.json();

if (!data.ok) throw new Error(data.error);
return data.text;

}

const answer = await ask('Wuat is a REST API?');
consol e. | og(answer) ;

### Pyt hon
" pyt hon
i mport requests

BASE = ' https://kai xu67. skyesover| ondon. wor ker s. dev
TOKEN = ' YOUR _TOKEN
HEADERS = {
"Aut horization': f'Bearer {TOKEN}',
'Content-Type': '"application/json
}

def ask(pronpt: str) -> str:
r = requests. post (
f' {BASE}/ v1l/ generate'
header s=HEADERS
json={"input': {'type': "text', 'content': pronpt}}



)
data = r.json()
if not data.get('ok'):
rai se Exception(data.get('error',
return data['text']

print(ask(' Sunmari se the CAP theoremin pla

## 3. The Response bj ect

" Unknown error'))

n English."))

Every “/vl/generate’ call returns this shape
“Tjson
{
"ok": true,
"nmodel ": "gemni-2.5-flash"
"text": "The answer fromthe nodel...",
"fini shReason": "STOP"
"usage": {
"pronpt Tokens": 14,
"candi dat esTokens": 120,
"t hought sTokens": O,
"t otal Tokens": 134
}
b
| Field | Type | Notes |
|--p---- [------ o=k -- I
| “ok™ | boolean | “false” if sonething went wong —check “error” field
| “nmodel” | string | Wiich nodel actually answered
| “text® | string | The answer —this is what you want
| “finishReason™ | string | ~STOP" = conplete answer. ~MAX TOKENS' = got cut off
| “usage. pronpt Tokens™ | nunber | Tokens in your input
| “usage.candi dat esTokens™ | nunber | Tokens in the answer |
| “usage.thought sTokens™ | nunmber | Internal reasoning tokens (gemni-2.5-pro only)
| “usage.total Tokens™ | nunber | Sumof all token usage |
**Error response:**
“Tjson
{
"ok": fal se,
"error": "Unauthorized"



## 4. Milti-Turn Conversations —Using ~nessages[]"

For chat interfaces, pass the full conversation history as ~nessages[]  —sane format as
OpenAl .

is
const messages = |
{ role: "user', content: 'My nane is Skye.' },
{ role: "assistant', content: 'Hello Skye, how can | help you?' 1},
{ role: "user', content: 'Wat is ny nane?' }

I

const res = await fetch( ${BASE}/v1l/generate , ({
met hod: ' POST' ,
headers: {
"Aut hori zation': “Bearer ${TOKEN}"
" Content-Type': 'application/json'
H
body: JSON.stringify({ nessages })
1)

const data = await res.json();
consol e.l og(data.text); // "Your nane is Skye."

The gateway converts “nessages[] to Gemini's “contents[]  format automatically. You
don't need to think about Gemini's APl format —send OpenAl-style "{ role, content }°
objects and it works.

**Bui | di ng the nessages array in a chat |oop:**
S
const nessages = [];

async function chat (userlnput) {
nmessages. push({ role: 'user', content: userlnput });

const res = await fetch( ${BASE}/v1l/ generate , ({

nmet hod: ' POST',

headers: { 'Authorization': “Bearer ${TOKEN} , 'Content-Type': 'application/json' },
body: JSON.stringify({ nessages })
1)

const data = await res.json();
if (!data.ok) throw new Error(data.error);

/1l Add the assistant reply to history so next turn has full context
nmessages. push({ role: 'assistant', content: data.text });

return data.text;



}

awai t chat(' My favourite colour is indigo.");
awai t chat (' What colour did | just nention?'); // "indigo"

## 5. System | nstructions
Tell the nodel who it is and how to behave:

is
const res = await fetch( ${BASE}/v1l/generate , ({
met hod: ' POST' ,
headers: { 'Authorization': “Bearer ${TOKEN} , 'Content-Type': 'application/json' },
body: JSON.stringify({
system 'You are a concise |legal assistant. Answer in plain English. Never give
| egal advice.',
input: { type: "text', content: 'Wat is habeas corpus? }
})
D

Per-request “system overrides the gateway's gl obal system pronpt
(KAl XU GLOBAL_SYSTEM ). If you don't send one, the gl obal default applies.

## 6. Choosi ng a Model

The gateway defaults to "gemini-2.5-flash’. To use a different nodel, pass " nodel ":

is
body: JSON. stringify({
nmodel : 'genmini-2.5-pro', /1 the thinking nodel —snmarter, slower
input: { type: 'text', content: 'Analyse the tradeoffs of mcroservices vs nonoliths.'
}
28

**\When to use which: **
| Use Case | Model

| Most things | "gemini-2.5-flash™ (default) |
| Conpl ex reasoning, code review, |long analysis | “gemni-2.5-pro

**Get the nodel |ist dynamically:**
Sl



const res = await fetch( ${BASE}/vl/ nodels , ({
headers: { 'Authorization': "“Bearer ${TOKEN}  }

1)
const { nodels } = await res.json();
/!l nodels = [{ id: '"gemnni-2.5-flash', ... }, { id: '"gemni-2.5-pro', ... }]

## 7. Ceneration Config —Tenperature, Token Limts, etc.
Pass “generationConfig and it goes straight to Gemini verbatim

e
body: JSON. stringify({
input: { type: 'text', content: 'Wite me a short poem' },
generationConfig: {

tenmperature: 1.2, /1 0.0 = deterministic, 2.0 = wildly creative
topP: 0. 95,
maxQut put Tokens: 512, /'l cap the answer |ength
st opSequences: [' END ] /1l stop generating if this string appears
}
28

No server-side caps are applied —whatever you send in “generationConfig is what Gem ni
get s.

**Note on “gemni-2.5-pro :** This nodel thinks internally before answering. |If you set
a | ow “maxQut put Tokens™, it can burn all the tokens on thinking and return nothing. For
“gemni-2.5-pro, either onmt "~ maxCQutput Tokens™ entirely or set it high (532768 or
nore).

## 8. JSON Qut put Mdde
Ask the npdel to return structured JSON i nstead of free text:

is
const res = await fetch( ${BASE}/vl/generate , ({
net hod: ' POST',
headers: { 'Authorization': “Bearer ${TOKEN} , 'Content-Type': 'application/json' },
body: JSON. stringify({

output: { format: 'json' },
i nput: {
type: 'text',

content: 'Return a JSON object with fields: nane, capital, population for France.'

}
1)



1)

const data = await res.json();
const country = JSON. parse(data.text);
/1 { name: 'France', capital: 'Paris', population: 68000000 }

## 9. Streaming — /vl/stream

Use streani ng when:

- Answers take nmore than 1-2 seconds

- You want the U to feel responsive as words appear

- You're using ‘gemni-2.5-pro° (which can take 10-30s before first byte)

The endpoint returns Server-Sent Events (SSE). Each “data:” line is a raw Gem ni chunk

### JavaScri pt — Readabl eStream
is
async function streamAnswer (pronpt, onChunk) {
const res = await fetch( ${BASE}/v1l/stream, ({
nmet hod: ' POST',
headers: ({
"Aut hori zation': “Bearer ${TOKEN}",
' Content-Type': 'application/json'
}
body: JSON. stringify({
input: { type: 'text', content: pronpt }
})
1)

if ('res.ok) throw new Error(  HTTP ${res.status} );

const reader = res. body. get Reader ();
const decoder = new Text Decoder ();
let buffer ="'"';

while (true) {
const { done, value } = await reader.read();
if (done) break;

buf fer += decoder. decode(val ue, { stream true });
const lines = buffer.split('\n");
buffer = lines.pop(); // keep inconplete |ine for next chunk

for (const line of lines) {
if (!'line.startsWth('data: ')) continue;
const raw = line.slice(6).trin();
if (raw === "[DONE] ') return;



try {
const chunk = JSON. parse(raw);

const text = chunk. candi dates?.[0] ?.content?. parts
?2.filter(p => !p.thought) /1 skip internal thinking
?2.map(p => p.text || ")
?.joinC ") || "'

if (text) onChunk(text);

} catch {}
}
}
}

/'l Usage: streamtokens into a <div> as they arrive

let output ="'";

awai t streamAnswer (' Wite a 500-word essay on stoicism', chunk => {
out put += chunk
docunent . get El ement Byl d(' out put' ). text Content = output;

1)

### Python —httpx stream ng
* " pyt hon

i mport httpx

i mport json

BASE = ' https://kai xu67. skyesover| ondon. wor ker s. dev
TOKEN = ' YOUR _TOKEN

def stream answer(pronpt: str):
wi th httpx.strean(
' POST'
f'{BASE}/v1l/stream,
header s={
"Aut horization': f'Bearer {TOKEN}',
' Content-Type': 'application/json'

}

json={"input': {'type': "text', 'content': pronpt}},

ti meout=None # no tineout —let the stream conplete
) as r:

buffer ="'

for chunk in r.iter_text():
buf fer += chunk
while "\n" in buffer
line, buffer = buffer.split('\n", 1)

if not line.startswith('data: "):
conti nue

raw = line[6:].strip()

if raw == '[ DONE] ' :

return



try:
data = json.| oads(raw)
parts = data.get('candidates', [{}])[O0].get(' content’

{}).get('parts’, [])

text = "''.join(p.get('text', '"') for pin parts if not
p. get ('t hought'))
if text:
print(text, end="', flush=True)
except Exception
SEE]

stream answer (' Expl ain the theory of general relativity step by step.')

## 10. Mgrating FromDirect Gemni APl Calls
If your code currently calls Gemni directly, here's the mapping

**Before (direct Gem ni):**

et

const res = await fetch(
“https://generativel anguage. googl eapi s. conl vlbet a/ nodel s/ gemi ni - 2. 5-f| ash: gener at eCont
ent ?key=${ GEM NI _KEY} ",

{
met hod: ' POST',
headers: { 'Content-Type': 'application/json' },
body: JSON. stringify({
contents: [{ role: 'user', parts: [{ text: '"Hello }] }]
})
}

);
const raw = await res.json();
const text = raw candi dates[0].content.parts[0].text;

**After (through the gate):**
js
const res = await fetch( ${BASE}/v1l/generate , ({
met hod: ' POST' ,
headers: {
"Aut horization': “Bearer ${TOKEN} ', //  replaces APl key
' Content-Type': 'application/json'
H
body: JSON. stringify({
input: { type: "text', content: 'Hello" } // « sinplified format
})
1)

const data = await res.json();



const text = data.text; // ~ already extracted for you

O if you want to pass Genini's native “contents[]  format directly, you can do that too
—the gateway passes it through unchanged
N
body: JSON. stringify({
contents: [{ role: 'user', parts: [{ text: '"Hello }] }]

28

## 11. Mgrating From OpenAl Calls

The gateway uses OpenAl-style "nessages[]  format, so nbst of your structure stays the
same —j ust change the URL and aut h:

**Before (OpenAl):**
is
const res = await fetch('https://api.openai.comvl/chat/conpletions', {
net hod: ' POST',
headers: {
"Aut hori zation': “Bearer ${OPENAlI KEY}"
' Content-Type': 'application/json
H
body: JSON.stringify({
nodel : ' gpt-40',
nessages: |
{ role: "systenm, content: 'You are a hel pful assistant.' },
{ role: "user', content: 'Hello' }

]

})
1)
const data = await res.json();
const text = data.choices[0].nessage. content;

**After (KAIxu gate):**
is
const res = await fetch( ${BASE}/vl/generate , ({
net hod: ' POST',
headers: {
"Authorization': “Bearer ${TOKEN}', // ~ different token, sane header
' Content-Type': '"application/json
H
body: JSON.stringify({
/'l system nmessage goes in the 'systeml field, not in nmessages|]
system 'You are a hel pful assistant.',
nessages: |



{ role: "user', content: 'Hello" }

]

})
1)
const data = await res.json();
const text = data.text; // ~ data.text instead of data.choices[0].nessage.content

**\What changes: **

- URL: "api.openai.com - " kaixu67.skyesoverl|ondon.workers. dev’

- Token: OpenAl key - your gate token (in the sane " Authorization: Bearer™ header)
- “nodel ": “gpt-40° - “genmni-2.5-flash® or “gemni-2.5-pro

- System nessage: nove from ~nessages[]  to the top-level “system field

- Response: “data.choices[0].nessage.content™ - “data.text’

## 12. Environment Setup For Teans
Never hardcode the token. Store it as an environnent variable and load it at runtine.

### Node.js / Next.js / Vite

S5

/'l .env

VI TE_KAI XU _TOKEN=your _t oken_here

VI TE_KAI XU BASE=ht t ps: // kai xu67. skyesover | ondon. wor ker s. dev

/1 kaixu.js —re-usable client
const BASE i mport. et a. env. VI TE_KAI XU_BASE;
const TOKEN i mport . meta. env. VI TE_KAI XU TOKEN

export async function ask(pronpt, options = {}) {

const res = await fetch( ${BASE}/vl/generate , ({
nmet hod: ' POST',
headers: { 'Authorization': “Bearer ${TOKEN}", 'Content-Type': 'application/json' },
body: JSON.stringify({ input: { type: 'text', content: pronpt }, ...options })

1)

const data = await res.json();

if (!data.ok) throw new Error(data.error);

return data;

### Python / Django / Fast AP
* " pyt hon
# .env
KAl XU_TOKEN=your _t oken_here
KAl XU_BASE=ht t ps: // kai xu67. skyesover | ondon. wor ker s. dev

# kai xu. py —re-usable client



i mport o0s, requests

BASE = o0s.environ[' KAl XU BASE' ]
TOKEN = os. envi ron["' KAl XU TCOKEN ]
HEADERS = {' Authori zation': f'Bearer {TOKEN}', 'Content-Type': 'appli

def ask(pronpt: str, **kwargs) -> dict:
r = requests. post (
f'{BASE}/v1l/ generate',
header s=HEADERS,
json={"input': {'type': 'text', 'content': pronpt}, **kwargs}
)
data = r.json()
if not data.get('ok'):
rai se Exception(data.get('error'))
return data

### React Native / Expo

=g

/'l app.config.js / eas.json secrets or expo-constants
i mport Constants from'expo-constants';

const BASE = Constants.expoConfig.extra.kai xuBase;
const TOKEN = Const ants. expoConfi g. extra. kai xuToken;

**Never commt tokens.** Add ".env’ to “.gitignore . On CI/CD (Vercel
add the token as an environment variable in the platform dashboard.

## 13. Error Handling —Wat The Gate Returns

| HTTP Status | "ok™ | Wen |

200 | “true’ | Success |
400 “fal se’ Bad request body —mi ssing required fields |
401 “fal se’ M ssing or invalid token |

“fal se’ Request body too large (>5MB default) |

I I

I I I

I I I

| 405 | “false” | Wong HTTP net hod |

I I I

| | “false® | Gateway m sconfigured or Gemini error |

** Robust error handling: **

N
async function saf eAsk(pronpt) {
try {
const res = await fetch( ${BASE}/v1l/generate , ({
net hod: ' POST',
headers: { 'Authorization': “~Bearer ${TOKEN}", ' Content-Type':

b

cation/json'}

, Netlify, etc.),

"application/json'



body: JSON.stringify({ input: { type: 'text', content: pronpt } })
1)

const data = await res.json();

if ('res.ok || !data.ok) {
console.error(' Gate error:', data.error);
return nul|;

}

if (data.finishReason === ' MAX_ TCOKENS') {

consol e. warn(' Response was cut off —try raising maxQut put Tokens in
generationConfig');

}

return data.text;

} catch (err) {
consol e.error (' Network error:', err.message);
return null;

## 14. Full Request Body Reference

Al fields are optional except one of “input’, "~messages’, or “contents’
NE

{
[/l --- Nbdel ---
"nmodel ": "gem ni-2.5-flash", /1 default: KAI XU DEFAULT_ MODEL
/[l --- lnput (pick one) ---
"input": { "type": "text", "content": "Your pronpt" }, /'l sinple text
"messages": [{ "role": "user", "content": "..." }], /| OpenAl format
"contents": [{ "role": "user", "parts": [...] }], /1 raw Gemi ni format
/'l --- Behaviour ---
"systent': "You are a hel pful assistant.", /] override systeminstruction
"generationConfig": { /| passed to Gemini verbatim

"tenperature": 0.7,
"maxCQut put Tokens": 8192,
“topP": 0.9,
"st opSequences": []

i

"output": { "format": "json" }, /1 json | text | markdown

/'l --- Advanced ---



"safetySettings": [...], /1l Gem ni safety config

"tools": [...], /1 function calling tools

"tool Config": {...}, /'l tool config

"includeRaw': fal se /1 true = include raw Gem ni response at
R\

## Quick Start Checkli st

CGet your bearer token fromthe gateway owner

Store it in an environment variable —never in code

Ht “/vl/health® first to confirm auth works

Use “input.content™ for sinple pronpts

Use “nessages[]  for multi-turn chat (OpenAl fornmat)

Use "nodel: "gemini-2.5-pro"" only when you need deep reasoning
Use “/vl/stream for anything that m ght take nore than 2 seconds
Check “data.ok™ and “data.finishReason™ in every response

Never hardcode the token —environnment variables only

1
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